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Hewlett Packard Enterprise sponsored research across 

6 countries, 237 companies, and 1278 interviews with 
security and IT professionals.

Ponemon Institute: The Cost of Cybercrimes to Business



HOW DID WE GET HERE?

• THE INTERNET OF THINGS
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Electronic Transactions Act

• 2007

• Expecting to revolutionize the way 
business is done in Jamaica 

• Allows agreeing parties to exchange 
documents online 



Transition:

Brick & Mortar to 

ShoppingCommunication

TelecommutingOnline 
Living

Government

EntertainmentBanking



Customers Driven Online

• Expense of person-to-person service

• Competitive innovation

• Anytime Banking





Mobile APP Under Attack: PAID



Mobile APP Under Attack: FREE



Mobile APP Under Attack: FINANCIAL



TESCO Bank

At least £2.5m stolen 

– Internal systems blamed for monster cyber-
attack

Source: http://www.theregister.co.uk/2016/11/10/tesco_bank_breach_analysis/



What do we think about?



Threats to Users?

Leaking of Authentication 
information

Message Interception

Mobile App Inquisition

Financial Loss





ARE YOU AWARE?



National Cyber Security Awareness

Stop. 
Think. 

Connect. 

October 31
1 – 31 October 

https://www.dhs.gov/national-cyber-security-awareness-month


Are Citizens Aware?

• Phishing

• Link Jacking

• Like Jacking

• Spam

• Drive-by

• Social Engineering

• Insider Exploits

• Method Swizzle Attack



How to Protect Yourself?

• Avoid 
–Hyperlinks in email

–Search engine results

–Pop-up windows

–Unexpected steps

–Unsafe internet connections

–Jailbroken/Rooted devices

–Unknown (insecure) networks



How to Protect yourself

• Do:
– Use strong passwords

– Different password for each account

– Never disclose log-in/account details 

– Keep electronic receipts

– Check bank statements regularly

– Report unusual activities/transactions to bank

– Use only trusted/secure computer

– Use 2-factor authentication

– Be Social-Media Savvy



Recommended User Attitude!

•Managed 
Paranoia



Legislation Needed?

• Data Protection

• Data Retention

• Right to be forgotten

• Penalty for breaches

• Cyber Security Insurance

When will it happen



Issues re Businesses:

• Improper protection of User data 

• Responsibility to notify of cyber incidents

– Government/Clients

• Right to mandate companies to correct 
information held or shared about clients

• Mobile Apps collecting unnecessary 
information



Hindrance to Awareness

• But you own a smart phone/appliances

I am not IT/Computer Savvy

•Admin bypass/workaround

That does not apply to me

• You may be the weak link

I have nothing important on my phone

• Refer to TESCO Bank

My banker is very secure



Questions

• ordinor@gmail.com


